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Artificial Intelligence in Cybersecurity

Nadine Wirkuttis and Hadas Klein

Cybersecurity arguably is the discipline that could benefit most from 

the introduction of artificial intelligence (AI). Where conventional 

security systems might be slow and insufficient, artificial intelligence 

techniques can improve their overall security performance and 

provide better protection from an increasing number of sophisticated 

cyber threats. Beside the great opportunities attributed to AI within 

cybersecurity, its use has justified risks and concerns. To further 

increase the maturity of cybersecurity, a holistic view of organizations’ 

cyber environment is required in which AI is combined with human 

insight, since neither people nor AI alone has proven overall success 

in this sphere. Thus, socially responsible use of AI techniques will 

be essential to further mitigate related risks and concerns.
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Introduction
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solutions that are designed to provide holistic protection against a wide range 
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Challenges of Today’s Cybersecurity 
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Figure 1. Cyber kill chain phases encapsulated in countermeasures of the integrated security approach  Figure 1: Cyber kill chain phases encapsulated in countermeasures of the 
integrated security approach 
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Challenges in Gathering Cyber Intelligence 

12 There 

are challenges, however, in acquiring relevant data as well as in processing, 

 are:13
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 The high rate at which data is produced and processed 

within its sources leads to challenges in data storing and processing, 

14
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Additional Challenges
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Intelligent Techniques to Facilitate Security Measures
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Interacting Intelligent Cyber Police Agents to Monitor Entire 

Networks
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Figure 1. Intelligent Cyber Police Agents for Early Warnings in an Integrated Security Approach  Figure 2: Intelligent Cyber Police Agents for Early Warnings in an Integrated 
Security Approach 
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Arti!cial Neural Networks to Prevent Malicious Intrusions
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Figure 3: Arti!cial Neural Networks to Prevent Attacks within an Integrated 
Security Approach 
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Expert Systems to Provide Decision Support for Security 

Professionals
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Figure 4: Expert Systems to Support React & Response Measures in an 
Integrated Security Approach 

Drawbacks of Arti!cial Intelligence within Cybersecurity
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